About
Enex TestLab

“The world’s premier independent

testing laboratory.”

Since 1989 Enex TestLab has
helped the world’s biggest
companies minimise risk, improve
products and save money.

Enex TestLab provides high quality
independent testing services

and advice.

Our range of testing include:

Software <

Hardware <

Systems <

Security <

Usability & Accessibility <

Gaming, Wagering, <
Lotteries & Casinos

Media & Communications <

Physical & Materials <

Test assured, rest assured.

31st August 2011
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eThreatz

eThreatz Automated Malware Testing

eThreatz, by Enex TestLab, is the world’s first
fully automated, independent, malware testing
service.

Developed at Enex TestLab to be the most
accurate, flexible and cost effective service
available, eThreatz addresses the complete
range of malware, including: spyware, worms,
trojans, viruses, rootkits, adware, crimeware,
and botnets.

eThreatz features:

> Live malware:

Live malware is used during testing. Malware
is harvested continuously from a range of
global independent honeypots and honeynets
maintained by Enex TestLab. This ensures a
constant supply of the most current material
threats.

> Open Source:

Open Source principles underpin all of

Enex TestLab’s malware testing. All our
methodologies and material are completely
open and available for verification.

> Automation:

Enex TestLab eThreatz is fully automated,
enabling complete flexibility, scalability and
repeatability—for the lowest possible cost.

It can be customised to suit the requirements
of any organisation.
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Automated Malware Testing

Enex TestLab automated malware testing
services is designed to be repeatable—
automatically. This means that the same batch
of malware can be used repeatedly in order to
regressively test for a specific requirement.

Or, in another useful example, Enex TestLab can
run live, constantly updating tests in real-time
to determine how effectively a product can
defend against malware in the real world,

at any given moment in time.

> Reporting:

The report options are complete and detailed.
Baseline information about true positives,

false positives and false negatives is readily
catered for, with additional requirements easily
included.

Enex TestLab eThreatz reporting module
enables results to be represented in a range
of charts for easy analysis. Reporting is
automatically generated and instantly made
available to clients via a password protected
web portal. Reports remain confidential and
are only accessible to the client.

> Flexibility:

Our testing can be easily customised to a
client’s unique needs. Enex TestLab offers a
range of tailored options and can provide a
complete bespoke service when required.

Enex TestLab tests Gateway (hardware
appliance/device sitting between network
and external threats) and End Point (security
software installed on operating systems)
products.
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eThreatz
Automated Malware Testing

Enex Testlab eThreatz automated malware
testing services include:
> Stand alone (one-off) product testing

> Contracted monthly testing

> Contracted continuous testing of a product with
real-time reporting

> Multiple product testing and comparison.
(This can be either a one-off or on a continuous basis.)

> Full product life cycle continuous testing including
zero-day.

> Bespoke testing

The benefits of using the Enex Testlab eThreatz
automated malware testing services include:

> Highly cost effective, competitively priced
> Fast service

> Uses current malware threats > Website
(not material that is months out of date) www.enextestlab.com

enquiries@enextestlab.com

> Automated testing means it is reliable, cost effective,
and repeatable

> Australia

> Open methodologies
+61 3 9436 7454

> Full and detailed reporting
> China
+852 8125 2550

> A unique service: not matched
anywhere else in the world!

> United States
+1 415 287 0992

> United Kingdom
+44 1633 647 898
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