About

Enex TestLab

“The world’s premier independent
testing laboratory.”

Since 1989 Enex TestLab has

helped the world’s biggest
companies minimise risk, improve
products and save money.

Enex TestLab provides high quality
independent testing services

and advice.

Our range of testing include:

Software <

Hardware <

Systems <

Security <

Usability & Accessibility <

Gaming, Wagering, <
Lotteries & Casinos

Media & Communications <

Physical & Materials <

Test assured, rest assured.

31st August 2011
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Mark Testing

CCT Mark Testing

The CCT Mark Scheme (CESG Claims Tested
Mark) is a UK Government scheme for buyers
of IT security and Information Assurance (IA)
products and services. The scheme has been
established prove the validity of security
functionality claims made by vendors.

It ensures products and services actually do
what they claim to do.

The scheme uses accredited independent
testing from Enex TestLab.

The CCT Mark scheme is administered by the
Communications-Electronics Security Group
(CESG), which is the National Authority

for Information Assurance and is part of
Government Communications Head Quarters
(GCHQ) at Cheltenham.

The CCT Mark scheme is a fast and cost
effective way of testing and validating the
claims made about the security functionality of
IA products and services. Approval under the
CCT Mark means that your products can be used
across the wider public service to manage risks
at Impact Level 2 and below.

Increasingly, the public sector is requiring CCT
Mark certification as part of its procurement
activities, particularly for Critical National
Infrastructure (CNI) enterprises.

res

'nt[;

Veerm

J4d = Butili;

r.l(
i==) { ¢

(int 1 = & tetiRRcREs e

(1 < r-es lensth) L o

loc: j**) resly)

Le++]);
ttidde - 15 (int_ i 5’;"

i
(1 < res, leng;hl C

How does it work?

The scheme has been designed to be quick and
cost effective, taking about 10-12 weeks to
certification!

There are 4 steps in the certification process.
Enex TestLab can assist with each.

> 1.

An Information Assurance Claims Document
(ICD) is developed for your product or service.
This formally states the claims that will be
made about your product and how they will
be tested.

> 2.

The ICD is registered with CESG, which reviews
it together with the proposed Enex test
programme and accepts it for claims testing.

> 3.
Enex completes the agreed testing and issues a
report.

> 4,

CESG reviews the report and, if satisfied,
awardsthe CCT Mark for a period of two years.
Details are published on the CCT Mark website
www.cctmark.gov.uk
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What are the Benefits?

> Customer assurance

Your public sector customers can have complete
confidence in the claims you make about

your products. They are independently tested
and certified. This shortens the selling cycle

for you and reduces the risk for them. It also
automatically qualifies your product or service for
entry on the Ministry of Defense (MOD) Defense
INFOSEC Product Co-Operation Group (DIPCOG)
register of 1A security products and services.

> Cost effective and speedy
The process takes less than 3 months to complete
and the cost is capped by CESG.

> Independence

Enex TestLab is an independent accredited
testing facility (ATF) approved by CESG to carry
out these tests. This gives assurance to you and
your customers. Certification brings independent
validation of your product.

> Ease of use
The claims testing process also considers the
product’s ease of use and the a
upporting documentation. It provides a

uracy of its

ditional

urance to your customers at every level.

> Includes Servi

This is the only scheme that covers IA services.

in the ICD.

The benefits of testing with

Enex TestLab are:

> Independence

Enex TestLab provides objectivity and
independence ensuring a realistic appraisal of
your product—a fact recognised by CESG in its
approval of Enex TestLab as an accredited CCT
Mark testing laboratory.

> Expertise

Enex TestLab employs experienced security

and testing engineers. This ensures it can quickly
develop and complete testing programmes
whatever the complexity.

> Resources
Enex’s test environments cross the vast range
of hardware and software that comprise your
marketplace.

> Quality
Enex TestLab is 1ISO 9001 certified and an
IS0 17025 accredited laboratory.

> Website
www.enextestlab.com
enquiries@enextestlab.com

> Australia
+61 3 9436 7454

> China
+852 8125 2550

> United States
+1 415 287 0992

> United Kingdom
+44 1633 647 898




