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About
Enex TestLab

“The world’s premier independent

testing laboratory.”

Since 1989 Enex TestLab has
helped the world’s biggest
companies minimise risk, improve
products and save money.

Enex TestLab provides high quality
independent testing services

and advice.

Our range of testing include:

Software <

Hardware <

Systems <

Security <

Usability & Accessibility <

Gaming, Wagering, <
Lotteries & Casinos

Media & Communications <

Physical & Materials <

Test assured, rest assured.

19th November 2010

Security

Capability Brief

Enex TestLab is an acclaimed provider of
security testing services across the globe.

Highly accredited, Enex TestLab can test

the quality of your security system. Enex
TestLab commonly identifies poorly procured,
incorrectly deployed, or inappropriately
configured security products. We can help you
to efficiently manage your security system
against your own risk priorities, information
value and cost thresholds.

Enex TestLab provides customised, scientific and
impartial testing services that:

> Lowers your risk

> Maximises the return on your
investment

Our goal is to save you time and money. We
have tested security systems for the world’s
biggest companies, saving millions of dollars in
the process and significantly reducing their risk
and exposure.

Enex TestLab provides a complete security
testing solution complementing your
development lifecycle from business case to
security acceptance testing that helps you meet
your planned release dates by avoiding last
minute security problems.

Services

Penetration Testing

Enex TestLab Penetration Testing uses the real-
world tools and techniques of sophisticated
hackers to test your security system in a
controlled and ethical way.

1IA Family Friendly Filter Program
Accreditation under the Internet Industry
Family Friendly Content Filter Program is
available from Enex TestLab.

eThreatz Automated Malware Testing
eThreatz is the world’s first, fully-automated
and customisable malware testing services.
eThreatz uses live malware to automatically
test your security system for the complete
range of threats.

Independent Security Assessment

Enex TestLab can provide an independent
assessment of your organisation’s security
posture from a number of perspectives:
governance structure, risk profile, compliance
with regulations and standards and even
configuration of technical security measures.
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Security

testing practices

CESG CCT Mark Program

A UK Government scheme for buyers of IT
security and Information Assurance products
and services. Enex TestLab can test and validate
claims made about the security functionality of
products and services.

Other relevant services include:

> Risk assessment to support your project’s
business case.

> Facilitation of the selection of security
requirements for your project.

> Manual source code analysis and/or
facilitated with automated software

> Functional security testing of security controls
to check that security requirements are met.

> Vulnerability assessment to identify and
rectify poor security configuration of web
servers, application server, databases,
operating systems and network devices.

> Penetration testing to ensure security controls
are not able to be bypassed.

> Physical security assessment and testing.

Key Benefits:

Experience

Enex TestLab has highly experienced security
specialists, including former defence personnel
and security officers from the finance sector.

Methodologies

We work precisely to test in line with your

risk assessment and risk profiles. Our state-
of-the-art test environments can replicate any
hardware and software combination to ensure
customised and controlled outcomes, or we can
also test in live environments to provide a real-
world assessment.

Quality

We maintain both 1509001 quality certification
and 15017025 test laboratory accreditation.
Enex TestLab consultants hold high-level
security-specific certifications, including

CISSP, CISM, CISA and CSEPS. They are also
members of international information systems
organisations, such as ISACA, 1SSA, 1SC2 and
AISA.

Return on Investment

~Enex TestLab delivers proven returns on your

nt by helping manage your risk
priorities and system maintenance, and by
actually testing your system using controlled,
ethical hacking methodologies.

Test Assured, Rest Assured with Enex TestLab.

> Website
www.enextestlab.com

enquiries@enextestlab.com

> Australia
+61 3 9436 7454

> China
+852 8125 2550

> United States
+1 415 287 0992

> United Kingdom
+44 20 8123 2329




